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INFORMATION
SECURITY TIPS

KEEP YOUR DATA SECURE
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You can effectively protect yourself from Information Security breaches by
ensuring the implementation of the following best practices:
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Use Strong
Password Practices

Use strong unique
passwords with at least
8-characters including upper
& lower case letters,
numbers & special symbols.

Avoid using common words,
names or easily guessable
information like birthdates.

Change your passwords
periodically and never share
them — even with people
you trust.
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Download
Responsibly

Install software or apps only
from trusted sources or
official websites.

Avoid downloading files or
data from unknown or
untrustworthy sources.
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Build Safe
Browsing Habits

Never enter login
credentials or sensitive
information in pop-up
windows or unverified
websites.

Verify links before clicking;
hover over them to check
the URL & avoid suspicious
attachments or links, even
from known contacts, unless
expected.
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Handle
Data Securely

Keep personal & financial
information secure and only
share it when absolutely
necessary and on trusted
platforms.

Avoid storing sensitive
information in unsecured
locations or devices.
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Beware
of Phishing

Phishing scams aim to steal
your account details,
passwords & personal
information via fraudulent
emails, calls or SMS.

Be cautious of unsolicited
messages & do not share
sensitive information
through unverified
communication channels.
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Be Alert for
Unusual Activity

Watch for unusual account
behaviour, unexpected login
alerts or unauthorized
transactions.

Stay Vigilant. Stay Protected.



